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ABSTRACT 

The rapid advancement of cloud computing has made it possible to share data in cooperative manner within almost 

all sectors of cloud computing. Giving rise to massive data overload, more importantly, cloud services offer 

management and storage of data which is more accessible, more flexible and more scalable. But the truth is these 

benefits come with prohibition about data ownership, privacy and integrity. This paper focuses on the existing 

literature on various privacy preserving technology (PPT) techniques designed to make use of data sharing on cloud 

safely. First, we analyze cryptographic technologies: symmetric and asymmetric encryption techniques, and 

homomorphic encryption, and when necessary due to data privacy issues in sharing information in the cloud, consider 

also k-anonymity, l-diversity and t-closeness methods while delving into the newest secure multiparty computation 

(SMPC) techniques. The core areas of each of these techniques include security and data utility, performance 

application, more versatile and scalable features to give a complete picture of the merits and demerits. In order to 

illustrate such advantages and disadvantages of the mentioned techniques, comparative tables are included to give 

some recommendations regarding their usage in practice. Most importantly, the paper explores the prevailing issues 

and offers insight into possible future trends in research outlining the necessity for robust, effective and versatile 

methods for privacy protection in the ever-changing cloud platforms. 

INTRODUCTION 

The cloud computing platform, in a short time, has revolutionized data storage, management, and sharing across most 

sectors: health, finance, education, and even governments. One of the huge benefits about cloud environments is that 

they provide cost efficiency and scalability and accessibility-more than ever before-in making it easier for 

organizations to store and process large volumes of data. This has also led to innovations in collaborative work, where 

data can be shared and analyzed in real time across dispersed geographies. However, there is huge data privacy and 

security concern regarding cloud-based data sharing. 

So much potential lies within migrating more sensitive and personally identifiable information into cloud servers, 

which increases the risk of data breaches, unauthorized access, and misuse substantially. For instance, as industry 

reports suggest, the last decade alone has seen a manifold increase in cloud security incidents, which have seen high-

profile data breaches touch million individual accounts and result in heavy losses and reputational damage to 

organizations. Data privacy problems are not just breaches of data but also issues of owning data, controlling data, 

and regulatory compliance. The European Union has its General Data Protection Regulation, whereas the United 

States has the California Consumer Privacy Act to impose heavy fines on organizations when they do not secure their 

customer data properly. 

Among the challenges, PPTs were developed toward providing security as well as privacy of data in a cloud 

environment. These techniques try to protect data confidentiality and integrity to enable the secure sharing of data 

between authorized parties while preventing unauthorized access. The most cited PPTs include cryptographic 

methods, anonymization, and secure multi-party computation. For instance, cryptographic techniques encrypt the data 

such that the data appears unreadable or even uninterpretable to any user who lacks a decryption key from an 

authorized user. Techniques of anonymization may obscure identifiable information, remove information, or even 
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make it impossible to re-identify sensitive data. Secure multi-party computation permits several parties to execute 

functions jointly over their own data inputs without having to reveal those inputs to each other. 

The main objectives of this paper are to: 

1. Provide a detailed overview of current privacy-preserving techniques for secure data sharing in cloud 

environments. 

2. Analyse and compare each technique’s effectiveness in terms of security, performance, scalability, and data 

utility. 

3. Identify the limitations and challenges associated with implementing these techniques in real-world cloud 

scenarios. 

4. Highlight promising directions for future research and development in privacy-preserving data sharing for 

cloud environments. 

This section now moves on to provide an overview of the security challenges pertaining to data sharing in cloud 

environments, analyse the existing privacy-preserving techniques along with their cryptographical approach, 

anonymization, and SMPC, and then conclude with a tabular comparative analysis, wherein the performance of these 

techniques would be summarized against the identified key metrics involving security, scalability, and efficiency. 

Finally, it concludes with a discussion on the major challenges and possible future research directions in advancing 

privacy-preserving solutions for cloud environments. 

 

Fig 1: privacy-preserving techniques for secure data sharing in cloud environments 

BACKGROUND 

Cloud computing has transformed the face of data storage and sharing. It is very flexible and scalable, not only for 

the individual but also for the organization. With cloud servers hosting data storage and computational resources, 

users enjoy remote access to resources, cost-effective scalability, and the possibility of real-time sharing and 

collaboration of data. Infrastructure-as-a-Service, Platform-as-a-Service, and Software-as-a-Service are the three 

primary cloud service models. These differentiated uses of cloud computing serve to render cloud computing an 

integral part of contemporary business activities and enable digital transformation on an unprecedented scale. Due to 
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this paradigm shift towards cloud settings, issues of data privacy and security have become more pronounced than 

ever. 

Data Sharing in Cloud Environments 

Data sharing in cloud environments enables multiple users, systems, or organizations to access, modify, and share 

datasets across a virtualized network. This capability has unlocked potential in many sectors: 

• Healthcare: Medical professionals can collaborate on patient data to improve diagnoses and treatments, 

particularly for complex cases that require expertise from multiple specialists. 

• Finance: Financial institutions leverage cloud-based data sharing for faster transaction processing, fraud 

detection, and regulatory compliance, reducing operational risks while improving service quality. 

• Education and Research: Researchers across disciplines utilize cloud platforms to share massive datasets, 

such as genomics or climate data, enabling collaborative work that accelerates scientific discoveries. 

Sharing sensitive information in the cloud offers advantages but exposes it to unauthorized access, data leakage, or 

potential misuse. When internal and external threats are not guided by appropriate security measures, the integrity of 

the data, confidentiality, and availability of information can be exposed. 

Privacy and Security Concerns in Cloud Data Sharing 

Data stored in the cloud is inherently exposed to several security risks: 

1. Data Breaches: As cloud servers often host large amounts of sensitive data from multiple clients, they 

become attractive targets for hackers. A successful attack can result in extensive data loss or exposure of 

personal, financial, and proprietary information. 

2. Unauthorized Access: Weak access control mechanisms or misconfigurations in cloud storage settings may 

inadvertently allow unauthorized users to access restricted data. 

3. Data Leakage: In multi-tenant cloud environments, different clients share the same physical or virtual 

resources, increasing the risk of accidental data leakage between clients. 

4. Insider Threats: Cloud service providers typically have access to the underlying infrastructure. Malicious 

insiders within the provider’s organization pose a significant risk to data privacy if proper monitoring and 

controls are not enforced. 

Beyond unauthorized access and breaches, privacy concerns relate to the handling of data. Stringent data protection 

regulations such as the GDPR, CCPA, HIPAA keep firms under strict requirements as to how data is collected, stored, 

processed, and shared. Violation results in severe punishments; hence, organizations emphasize secure data sharing. 

Privacy-Preserving Techniques (PPTs) 

• To address these challenges PPTs emerge today as a necessary tool in protecting data sharing when using 

clouds. Such PPTs strike a nice balance between data usability and data privacy, maintaining robust 

mechanisms to protect data from unauthorized accessibility and ensuring data quality for authorized people. 

Some of the core techniques used are: 

Cryptographic Techniques: Encryption techniques, such as symmetric, asymmetric, and homomorphic 

encryption, are foundational to data security. These techniques convert data into encrypted forms, ensuring that 

only authorized users with the proper decryption keys can access the data. 

o Symmetric Encryption: A single key is used for both encryption and decryption, which is efficient 

but requires secure key sharing. 

o Asymmetric Encryption: Involves a pair of keys (public and private) and is often used for secure 

key exchange. 

o Homomorphic Encryption: Allows computations on encrypted data without decrypting it, which 

is particularly useful for cloud applications that process sensitive data. 
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• Anonymization and Data Masking: These techniques alter or mask sensitive information to prevent 

identification. Methods like k-anonymity, l-diversity, and t-closeness ensure that data cannot be linked 

back to individual identities, thus preserving privacy while enabling analytics on generalized data. 

• Secure Multi-Party Computation (SMPC): This advanced cryptographic method enables multiple parties 

to jointly compute functions over their inputs while keeping those inputs private. SMPC is beneficial in 

situations where parties need to share insights from their data without exposing the raw data itself. 

Trade-offs in Privacy-Preserving Techniques 

While PPTs provide robust protection mechanisms, they come with trade-offs that affect their feasibility for different 

applications. For instance: 

• Performance Overhead: Encryption and anonymization introduce computational overhead, which can slow 

down data access and processing. For resource-intensive applications, these delays may reduce system 

efficiency. 

• Data Utility: High levels of anonymization and data masking can reduce data utility, affecting the accuracy 

of analytics and machine learning models that rely on precise data. 

• Scalability: As data volumes grow, PPTs need to scale efficiently without compromising security, which 

remains a technical challenge, particularly in dynamic cloud environments. 

Objectives of This Study 

The proposed paper addresses all these challenges with a comprehensive overview of PPTs for secure data sharing in 

cloud environments. Each of the techniques with strengths, weakness, and application scenarios were analysed and 

evaluated, and the study takes its ending as an input into future research directions that are related to new approaches 

to cope up with the growing demands of privacy and security in cloud computing. 

 

Fig 2: Securing Data 
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PRIVACY-PRESERVING TECHNIQUES FOR SECURE DATA SHARING 

They are the major tools needed to ensure secure data sharing with adequate cloud-based environments for balancing 

accessibility of data against the requirement of their confidentiality and integrity. Next, this section delves into the 

five major PPTs - namely, encryption, anonymization, SMPC, and access control mechanisms. Each of these 

techniques is analyzed to discuss its applicability, strengths, and weaknesses in relation to some of the challenges 

posed by the environment of the cloud. 

Cryptographic Techniques 

Cryptography plays the core of data security in cloud computing, providing several data protection mechanisms that 

encode data into unreadable forms, decipherable only by the intended parties. It spans simple traditional encryption 

methods to complex schemes that support operations on encrypted data. 

Symmetric Encryption 

Symmetric encryption uses the same key for encrypting and decrypting. This is an efficient mechanism which is 

particularly very useful in applications that provide quick access to data, such as real time data collaboration. However, 

symmetric encryption has its drawbacks in secure management of keys; a single shared key amongst authorised users 

means if it falls into the wrong hands, they can decrypt it. Famous symmetric encryption algorithms include AES, 

DES, etc. 

 

Fig 3: Privacy Technique in cloud computing 

Table 1: Technique and Description of Single-key encryption method 

Technique Description Strengths Limitations 

Symmetric 

Encryption 

Single-key 

encryption method 

Fast and 

efficient 

Secure key 

management is 

challenging 

 

Asymmetric Encryption 

Asymmetric encryption makes use of two keys: a public key to encrypt and a private key to decrypt. This scheme 

simplifies management of keys while providing widespread use in secure communications where the distribution of 

keys must be protected. Popular algorithms for asymmetric encryption include RSA (Rivest-Shamir-Adleman) and 
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ECC (Elliptic Curve Cryptography). Although secure, asymmetric encryption is computationally intensive and may 

thus limit its use in applications requiring high-speed data processing. 

Table 2: Technique and Description of Asymmetric Encryption 

Technique Description Strengths Limitations 

Asymmetric 

Encryption 

Public-

private key 

encryption 

Simplified 

key 

management 

Higher 

computational 

overhead 

 

Homomorphic Encryption 

Homomorphic encryption is an advanced technique of cryptography, enabling computations to be done directly on 

encrypted data, which then produces encrypted results equivalent to the same operations performed on the plaintext 

when decrypted. This technique is particularly helpful in cloud-based data analytics since it enables privacy-

preserving computation without exposing the raw data. However, homomorphic encryption is computationally 

intensive, and thus its applications are limited in real-time applications till its performance is scaled up to a greater 

extent. 

Table 3: Technique of Homomorphic Encryption 

 

Technique Description Strengths Limitations 

Homomorphic 

Encryption 

Enables 

computation 

on 

encrypted 

data 

Maintains 

data 

privacy 

during 

processing 

Significant 

computational 

and 

performance 

overhead 

 

Anonymization and Data Masking 

Anonymization protects the privacy by masking or aggregating identifiable data so that nobody can associate data 

with their identities. These anonymity techniques are very important in relation to data protection laws and widely 

applied in various sectors such as healthcare and finance where sensitive data is utilized for analytic purposes. 

K-Anonymity 

K-anonymity ensures that each person in a database is not identifiable uniquely and can be confused with at least k-1 

others regarding a set of quasi-identifiers. In this respect, it prevents the identification of individuals by grouping 

similar records. While effective to the extent of improving privacy, k-anonymity lowers data utility with generalization 

and is susceptible to homogeneity attacks where attackers exploit common characteristics within a group to arrive at 

information. 

Table 4: Technique of k-Anonymity 

Technique Description Strengths Limitations 

K-

Anonymity 

Generalizes 

records to 

ensure 

anonymity 

Reduces risk 

of re-

identification 

Vulnerable 

to 

homogeneity 

attacks 
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L-Diversity 

L-diversity completes the k-anonymity process, insuring that every group of k individuals has at least l different values 

for the sensitive attributes, hence better privacy against homogeneity attacks. L-diversity allows better privacy but 

further degrades the utility of the data because it also needs more generalization and suppression to ensure diversity 

among groups. 

T-Closeness 

T-closeness is much better than l-diversity as the former's constraints ensure that the distribution of sensitive features 

in a group is quite close to the overall data distribution. This ensures less risk of attribute disclosure. This approach 

ensures robust privacy but is very intrusive and often requires huge modifications in datasets, thus hurting the accuracy 

and utility of data. 

Secure Multi-Party Computation (SMPC) 

SMPC allows parties to compute a function on their individual data without revealing the data inputs. The applicability 

of this technique is especially important for joint analyses of data sources in finance or medical research. While secure, 

SMPC can be quite computationally expensive and less scalable than traditional computation on large datasets or in 

real-time applications. 

Access Control Mechanisms 

Access control mechanisms are essential to ensure that only authorized users can access specific data. Commonly 

used access control models include: 

• Role-Based Access Control (RBAC): Assigns access rights based on user roles, streamlining permissions 

management in large organizations. However, RBAC may lack flexibility in complex environments where 

access needs are dynamic. 

• Attribute-Based Access Control (ABAC): Allows access based on user attributes, providing finer control. 

ABAC is highly flexible but can be complex to implement and manage due to its attribute-based policies. 

Table 5: Access Control Mechanism 

Model Description Strengths Limitations 

RBAC Access based on 

user roles 

Simplified 

management for 

large groups 

Limited flexibility 

for dynamic access 

needs 

ABAC Access based on 

user attributes 

Granular and 

flexible 

High 

implementation 

complexity 

 

Comparative Analysis of Privacy-Preserving Techniques 

To provide a clearer picture of these privacy-preserving techniques, the table below summarizes their strengths, 

limitations, and applicability in cloud-based data sharing scenarios: 

Table 6: Comparative Analysis of Privacy Preserving Techniques 

Technique Strengths Limitations Best Use Cases 

Symmetric 

Encryption 

Fast, efficient Key management 

challenges 

Real-time secure data access 

Asymmetric 

Encryption 

Simplifies key sharing Computational 

overhead 

Secure communications, data 

exchange 
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Homomorphic 

Encryption 

Privacy-preserving 

computation 

High performance 

cost 

Encrypted data analytics 

K-Anonymity Reduces re-identification risk Vulnerable to 

homogeneity attacks 

Generalized data sharing 

L-Diversity Prevents homogeneity attacks Reduces data 

precision 

Sensitive attribute protection 

T-Closeness Strong privacy, limits attribute 

disclosure 

Significant data 

modification 

High-security data sharing 

SMPC Collaborative computation 

without data leaks 

Computationally 

intensive 

Multi-party secure analysis 

RBAC Simplified management Limited flexibility Large organizations with fixed 

roles 

ABAC Highly granular access control Complexity in policy 

management 

Dynamic environments, high data 

sensitivity 

 

CHALLENGES IN IMPLEMENTING PRIVACY-PRESERVING TECHNIQUES IN CLOUD 

ENVIRONMENTS 

The PPTs have made enormous strides, but the clouds find it difficult to implement them. This primarily arises from 

the nature of cloud computing - marked by multi-tenancy, scalability, dynamic resources, and different levels of data 

sensitivity. Thus, a range of technical, operational, and regulatory hurdles have to be overcome for secure and privacy-

compliant data sharing to be fully materialized in cloud settings. 

Scalability and Performance Issues 

PPTs are actually not easy to scale in a cloud environment without performance degradation in its practical 

implementation. Most of the cryptographic techniques, such as homomorphic encryption and SMPC, are very 

resource-intensive operations that require massive computations for secure processing. Cloud environments 

characteristically involve large amounts of data handling and high user demands; thus, with most of these methods, 

there will naturally be performance trade-offs. 

• Performance Overhead: For example, homomorphic encryption allows computations on encrypted data but may 

be thousands of times slower than traditional computing methods. Hence, the ability to use such techniques in real-

time applications or those that require frequently accessed data is limited. 

• Scalability Issues: SMPC methods require multi-party computation of a function without sharing private data; hence 

such approaches will find it difficult to scale efficiently in large sized systems comprising thousands of users. Cloud 

systems have to deal with an increasing number of users, data requests, and transactions, but implementing secure 

scalable cryptographic protocols is a tremendous technical challenge. 

 

Data Utility vs. Privacy Trade-Off 

In privacy-preserving data sharing, the utility of data and its privacy conflict with each other. Techniques like k-

anonymity, l-diversity, and t-closeness for anonymization can ensure some degree of privacy protection but usually 

compromise on the utility of the data due to generalization or suppression of certain attributes. This challenge is more 

dominant in the cloud environment, where quality data contributes to a great deal of applications, such as machine 

learning and data analytics. 

• Lower Data Precision: Generalization methods, although maintaining identity, involve lower data precision 

that could adversely affect the accuracy of analytical models. 
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• Limited Use Cases: For example, in certain fields such as the healthcare and finance, it is strictly necessary 

to have accurate data for appropriate business decisions. Privacy-preserving transformations may 

compromise these applications, affecting actionable insights retrieval from the anonymous or encrypted data. 

Table 7: Data Residency and Compliance 

Compliance 

Requirement 

Description Challenges 

GDPR Data 

Residency 

Data must remain within certain 

regions 

Requires regional 

infrastructure 

investment 

Right to be 

Forgotten 

(GDPR) 

Users can request data deletion Implementing 

deletion on 

distributed storage 

 

Security and Trust in Multi-Tenant Environments 

In a cloud environment, multi-tenancy means essentially multiple users and organizations share a single physical 

infrastructure and hence problems arise due to the question of data isolation and security. So privacy-preserving 

techniques must ensure data sharing is not permitted so as not to lead to leakage or unauthorized access among tenants. 

• Data isolation: It includes virtual machine isolation as well as data encryption at rest to prevent data leakage across 

tenants. While these techniques will not be sufficient or capable of perfect protection, more advanced attacks against 

the cloud computing system like side-channel attacks exploit shared hardware resources. 

• Trust and Transparency: Trust in the adoption of cloud services represents an essential element. Users must trust 

that their data is adequately protected and handled appropriately in the cloud. The techniques applied for privacy 

protection have to be transparent to gain the trust of the users. Examples of available techniques include differential 

privacy and zero-knowledge proofs, which enable cloud providers to prove measures related to data protection without 

revealing the actual data. 

Table 8: List of Security Concern 

Security 

Concern 

Description Privacy-Preserving Technique 

Data Isolation Ensuring no data leakage across tenants Virtual machine isolation, encryption at rest 

Trust and 

Transparency 

Building trust through secure, transparent 

methods 

Differential privacy, zero-knowledge proofs 

 

Usability and Integration Complexity 

Incorporating PPTs requires balancing the overhead of security with usability. The user experience of complex 

privacy-preserving mechanisms suffers, making it difficult for end users to use cloud applications effectively. The 

incorporation into existing cloud infrastructure is also complex and requires significant development effort. 

•User Experience: Most protocols SMPC and homomorphic encryption typically implement various layers of 

encryptions and computation, which may slow down their response times and hence degrade user experience; this is 

the challenge of balancing secure data sharing against usability in cloud environments. 

•Integration Complexity: Implementing privacy-preserving mechanisms in existing cloud systems is not that direct. 

The integration typically requires modifications to the data storage, processing workflows, and logics within 

applications that could increase the development time and operational costs of the system. 
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Table 9: Challenges and impact 

Challenge Impact on Usability Impact on Cloud 

Integration 

User 

Experience 

Can reduce speed and responsiveness Hinders seamless user 

interaction 

Integration 

Complexity 

Difficult to implement without major 

changes 

Increases development 

and operational costs 

 

CHALLENGES AND FUTURE DIRECTIONS 

Performance Optimization 

Another future direction is the performance optimization of computational overheads using PPTs, primarily 

homomorphic encryption and SMPC being computationally expensive [11]. 

Utility of Data Improvement 

Of course, data utility vs. loss of privacy: clearly, it is quite challenging to achieve non-degrading utility, at least with 

techniques based on anonymization. Innovation in methods for balancing utility with privacy deserves top priority 

[12]. 

Cloud-specific Protocols 

Develop protocols specifically applicable to applications on clouds may ultimately lead to remarkable enhancements 

to privacy preservation. Some of the latest breakthroughs in AI and machine learning could still be adapted in this 

regard [13]. 

CONCLUSION 

The state-of-the-art privacy-preserving methods for secure data sharing in cloud environments comprise an important 

step toward protecting data, ensuring the data will not be violated and provide confidentiality and regulatory 

compliance to users and organizations. However, the present paper considered some of the core privacy-preserving 

methods like encryption, anonymization, differential privacy, and secure multi-party computation with their respective 

characteristics on sensitive information protection. Despite the advancement in techniques, still, there are problems 

such as scalability, performance overhead, and achieving a balance between data utility and privacy in cloud 

environments. 

This study gives one of the most important findings: techniques like homomorphic encryption or SMPC provide 

strong security guarantees, but their computational overhead makes it difficult to apply them in real time where 

organizations typically need to process very high-frequency data. Methods like k-anonymity and l-diversity reduce 

re-identification risks, though they necessarily have trade-offs yielding utility losses particularly for analytics-driven 

cloud services. This calls for balancing the trade-offs in a manner that allows for nuanced privacy tailored toward 

achieving not only organizational objectives but also regulatory obligations. 

Compliance requirements such as GDPR and CCPA also impose significant regulatory headaches on cloud providers, 

like data residency, consent, and deletion requirements. In addition, compliance mandates add layers of complexity 

to privacy-preserving implementations, requiring sophisticated data tracking, logging, and access control 

mechanisms. All these additional requirements prove to be cumbersome, particularly within a multi-tenant cloud 

environment, where users and organizations are interested in aspects of data isolation, trust, and transparency. 

The future direction in research and development of privacy-preserving cloud computing would be the optimization 

of computational efficiency in cryptographic methods to allow scalable real-time applications. Innovations in 

lightweight encryption, optimized SMPC protocols, and hybrid methods combining various privacy-preserving 

techniques could enable a more flexible, secure, and efficient cloud services offering. Besides, machine learning/AI-

driven approaches to privacy and security management might further automate data protection, so that it shows 

dynamic responses to the developing security threats and emerging privacy concerns. 
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Creating frameworks and best practices for privacy-preserving data sharing, however, requires an association between 

cloud providers, regulators, and academic researchers. Since cloud computing is set to proliferate in some of the most 

sensitive areas of life-acute sectors in health care, finance, and government-strong, privacy-centric solutions will 

emerge as a need. This way, by addressing the technical, operational, and regulatory challenges here, the cloud 

provider is likely to extend support toward safe, privacy-preserving data sharing that can ultimately empower 

organizations to realize the total potential of cloud computing while also maintaining user trust and compliance. 

In summary, privacy-preserving techniques are necessary to properly function cloud services and play a fundamental 

role in responsible data stewardship throughout the digital world. As more of these methods are developed and 

integrated into services, they will allow organizations to share data securely and lay the groundwork for innovation 

around data-intensive services that protect individual rights and private lives in an increasingly interconnected society. 
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